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■
ncreasingly, regulatory authorities require 
sponsors to publish clinical documents to 

increase transparency and openness and improve 
public trust in clinical research. In doing so, the 
sponsor has a responsibility to ensure that 
personal data that might allow individuals to be 
identified is not released in the published version.  

Alongside regulatory public disclosure, de-
identified clinical data can be made available for 
secondary health-related research purposes.  
A third party may submit a request to a sponsor 
to perform secondary analysis or research of 
patient clinical trial datasets. Again, prior to 
release for secondary purposes the sponsor must 
ensure that the identity of a trial participant is not 
in advertently revealed. The amount of de-
identification required to ensure anonymisation 
then has to be balanced against preserving data 
utility for the researcher.  

Regulatory medical writers have an important 
role to play in the process of preparing clinical 
documents suitable for public disclosure, and 
separately can also have involvement in the 
process of preparing clinical trial datasets suitable 
for data sharing. There is overlap in the 
methodology used to manage the risk of de-iden -
tification of individuals in both processes.  

Guide to the De-Identification of Personal 
Health Information provides information on the 
different methodologies that can be employed to 
manage the risk of reidentification of personal 
health information. The author, Professor El 
Emam, is a true expert in the field and is a 
member of the European Medicines Agency 
Technical Anonymization Group (https://www. 
ema.europa.eu/en/human-regulatory-overview/ 
market ing-author i sat ion/cl inica l -data-
publication/technical-anonymisation-group). 
Over many years, he has been influential in 

advocating and developing practical methodol -
ogy and software tools that allow health data to 
be accessible whist importantly maintaining 
patient privacy. He also promotes the idea that 
when properly applied, de-identification of 
personal health information can allow the use of 
health data for important secon dary reasons, 
including health-related research.  

For those working in the 
transparency and disclosure arena 
this book is a practical guide 
designed to provide “a valuable 
and much needed resource for all 
data custodians who use or dis -
close personal health information 
for secondary purposes.” Professor 
El Emam defines secondary 
purposes as “non-direct care use of 
personal health information in -
cluding, but not limited to, 
analysis, research, quality/safety 
measurement, public health, 
payment, provider certification or 
accreditation, and marketing and other business 
including strictly commercial activities.” 

The book has 28 chapters and hence can be a 
little daunting at first view. However, to help the 
reader it is organised into four main sections 
covering: 1. The case for de-identifying personal 
health information (Chapters 2-9); 2. Under -

standing disclosure risks (Chapters 10-15);  
3. Measuring re-identification risk (Chapters 16-
19); and 4. Practical methods for de-identifica -
tion (Chapters 20-21). A fifth section entitled 
“End Matter” provides appendices with supp -
orting materials (Chapters 22-28). 

Although the book is written principally with 
disclosure of personal health information for 
secondary purposes as the main thrust, there is 
much that is useful to those medical writers 
working in the regulatory transparency and 
disclosure arena. Early chapters provide a useful 
background to the topic and the later chapters 
provide in-depth methods for managing 
reidentification risk.  

A general background to the Health Insurance 
Portability and Accountability Act (HIPAA) is 
provided together with a discussion around 
HIPAA Safe Harbor princi ples. The author 
argues that the Safe Harbour approach, upon 
which much of the de-identi fication method -
ologies employed in regulatory public disclosure 
are currently based, “does not provide adequate 
protection”. Rather, he recommends the statis -
tical method as a better risk-based de-identi -
fication method to apply (Chapter  1). The 
chapter entitled “Scope, Terminology and Defini -

tions” provides an intro duction to 
identifiers and their classification. 
Applicable rules to help determine 
if a variable is a direct identifier or 
a quasi-identi fier are presented and 
illustra ted in a useful in-text table 
(Chapter 10).  

Although as medical writers we 
do not need a full understanding of 
the statistical concepts behind data 
anonymisation, it is useful for us to 
have a working knowledge of 
them. A thorough review of the 
types of statistical approaches that 
can be implemented together with 
measuring the probability of re-

identification risks are covered in later chapters.  
While quite complicated, explanations of how 

data utility loss can be mitigated and risk 
assessed, together with any limitations of the 
approaches being used, will be of help to medical 
writers working as a subject matter expert (SME) 
in the transparency and disclosure arena. Taken 
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together they offer extra insight on how best to 
achieve de-identification of personal health 
information using risk-based approaches. 

The general summary of commonly used and 
recommended data masking includes descrip -
tions of suppression, randomisation, irreversible 
and reversible coding (Chapter 14). Explanations 
of why other techniques are generally not to be 
recommended are also presented, including 
constraining names, adding noise, character 
scrambling, character masking, truncation, and 
encoding. For non-statisticians this chapter 
provides detailed explanations of statistical 
terminology that, in my experience, is not always 
well-defined. Specifically, this chapter will allow 

medical writers working as SMEs in this area to 
have a better grasp of the approaches that 
statistical colleagues implement when a quantita -
tive anonymisation strategy is used.  

El Emam suggests that generalisation (e.g., 
generalising date of birth to a five-year age inter -
val) and suppression (e.g., removing a patient or 
a visit from the data set) methods “have the most 
acceptability” and both are discussed in much 
detail in Chapter 20 “De-identification Methods”.  

Although this book was first published in 
2013, even now there is no single method 
recommended for de-identification of health 
information. The book provides an in-depth and 
detailed background to the statistical concepts 

that can be applied to de-identify clinical 
datasets. As you grapple with preparing clinical 
documents suitable for public disclosure, my 
personal view is that although this book is quite 
technical, and may not answer all the questions 
you have about data anonymisation, it provides 
you with an appreciation of the complex 
methodologies involved.  

Professor El Emam has published more 
recent books and journal articles. A full list of his 
publications, including book titles, can be found 
on the Electronic Health Information Laboratory 
website: https://www.ehealthinformation.ca/ 
publications where you can also sign up to 
receive monthly newsletter updates. 
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